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Key Exchange

2 Public key systems are much slower than private
key system
» Public key system is then often for short data
« Signature, key distribution
2 Key distribution
» One party chooses the key and transmits it to other user

0 Key agreement

» Protocol such two partiesjointly establish secret key
over public communication channel

» Key isthe function of inputs of two users
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Possible Attacks

1 Observes all messages over the channel
1 Save messages for reuse later
1 Masguerade various users in the network
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Key Predistribution

2 Trusted Authority (TA) generates keys for all pair
of users and transmits to them
» Large overhead (for TA and user)

2 Blom Scheme
> Keys are chosen from afinitefield Z,
» P is public prime number

> TA transmits k+1 elements of ZIo to each user over
secure channel

» Secure condition: any set of at most k users (not U,V)
can not determine any information about K, ,,
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Blom Scheme

2 Scheme (when k=1)
» Each user u has distinct element r, from Z,

» TA choose a,b,c and defines
« f(X,y)=atb(x+y)+cxy mod p
» For each u, TA computes
= 9,(¥)=f(x,r,) mod p
> TA transmits g (X) to user u
» Two users u and v compute the common key
- f(r,, r)=atb(r,+r)+cr,r,modp
» Heref(r, r,)= g,(r,)= g,(r,)
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Security of Blom Scheme

1 Lessthan k users can not determine keys

2 However, more than k users can compute
any keys
» Solving equations to get a,b,c for k=1
1 Generally
> Function f(x,y)=a, X'y mod p
> Here a; ;=a;;
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Diffie-Hellman Key Predist.

2 Computationally secure
» If discrete logarithm is intractable

1 Scheme
» Assume prime number p public and an integer ¢ public
> Each user u has secret component a,,
> User u computes b,=ca mod p
» TA certifiesit by computing

= (ID(u), by, Sg;A(1D(u), by))
» The common key of two usersuand v is
« K=c&amod p
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Diffie-Hellman Key Exchange

2 Computationally secure
» If discrete logarithm is intractable

a Scheme
» Assume prime number p public and an integer ¢ public
» Each user u chooses a secret component a,, (new!)
> User u computes b,=ca mod p
> User v computes b =camod p

» The common key of two usersuand v Is
« K=c&amod p
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Middle Attack

2 Intruder w intercept the communications
> | ntruder w communications with u
> |ntruder w communications with v

cay cau
u W v

<

cav C
» The key computed by u is
» K=caa mod p
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Authenticated Key Agreement
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2 Public-key distribution of secret keys
2 DiffieHdlman key exchange
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