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Notice©  

This lecture note (Cryptography and Network Security) is prepared by 
Xiang-Yang Li.  This lecture note has benefited from numerous 
textbooks and online materials. Especially the òCryptography and 
Network Securityó 2nd edition by William Stallings and the 
òCryptography: Theory and Practiceó by Douglas Stinson.  

You may not modify, publish, or sell, reproduce, create derivative 
works from, distribute, perform, display, or in any way exploit any 
of the content, in whole or in part, except as otherwise expressly 
permitted by the author.  

The author has used his best efforts in preparing this lecture note. 
The author makes no warranty of any kind, expressed or implied, 
with regard to the programs, protocols contained in this lecture 
note. The author shall not be liable in any event for incidental or 
consequential damages in connection with, or arising out of, the 
furnishing, performance, or use of these.  
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About Instructor  

ü Associate Professor IIT  
ü PhD/MS from UIUC 1997 -2000  
ü BS, BE  Tsinghua University 1990 -1995 

 
ü Research Interests:  

¿ Algorithm design and analysis 

¿ Wireless networks 

¿ Game theory 

¿ Computational geometry 

ü Contact Information  
¿ Phone  312-567-5207 

¿ Email: xli@cs.iit.edu 

¿ Room 229C, SB 
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Office and Office hours  

üOffice  
¿SB 229C̆  10 W 31st Street, Chicago. 

 

üOffice hours  
¿Wednesday 4:10PM ï 6:10PM. 

 

¿Or by contact: email xli@cs.iit.edu,  

¿ phone 312 567 5207 



Who we are and what we do  

 

Prof. XiangYang Li  

 
http://www.cs.iit.edu/~xli  

http://www.cs.iit.edu/~winet/  

xli@cs.iit.edu  

Stuart Building 229C  



Research Interest Overview  

üNetworks and Algorithms  
¿Wireless Sensor Networks,  

¿Cognitive Networks,  

¿Social Networks 

üTopics studied:  
¿Wireless sensor systems for environment monitoring 

¿ Theoretical performance studies of  

ÁWireless networks  

ÁSocial networks  

¿Hardware/system design and manufacturing 

ü Supported by NSF, NSF China, RGC HongKong 



Representative Projects  

üEnvironment monitoring  
¿Ocean Sense http://www.cse.ust.hk/~liu/Ocean/index.html 

¿GreenObs   http://orbsmap.greenorbs.org/ 

üTracking objects:  iLight  

 



OceanSense (2007 -) 



GreenObs (2008 -) 

About 1000 sensors 

World largest WSN 



Applications  



Chicago Waterway System 
(Water Reclamation Plant)  

Stickney WRP (world largest) 

CWS 

Ammonia sensor Dissolved Oxygen sensor 



Objectives and Challenges  

ü Objectives: 
¿ Protect the health and safety of the public, protect the 

quality of the water supply source (Lake Michigan), improve 
the quality of water in water -courses, protect businesses and 
homes from flood damages; 

ü Challenges: 
¿ Complex system (CWS, WRP, CSO, lake, dame, é.) 

¿ Systems built many years ago (from 1930õs to 60õs) 

¿ Difficult to meet new regulations and standards (e.g., 
ammonia, water effluent)  

üWhat we can contribute 
¿ Real time sensor system, decision optimization 



Collaborators  

 





Demo 

http://orbsmap.greenorbs.org/


System examples (iLight) (2009 -) 

 



System examples (iLight) (2009 -) 



More sensor/Adhoc/RFID 
examples 



 



Sensor Network Controlled 
Mobile Car  



Sensor Network Controlled 
Mobile Car  


