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Goals for today

1. Examples of using FABRIC’s programmable network hardware.

2. A “starter kit” for your own work.




Background

* Programmable networking

* Applications:
* Cybersecurity
e Research network infrastructure
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R
Many Alveos on FABZ=C

Large geographic span

Resource for the research community
Non-networking and non-research applications
High performance

Convenient access/interface — including authn and authz, notebooks and SSH
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Setup o =
jupyter
'\-/

CP

CP = Control Plane
DP = Data Plane Alveo node | DP NIC Tester node
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s
jupyter

.\/

Generate packet:
“Request: 3 +5”

NIC Tester node

KNIT8 -- N. Sultana



CP

Alveo node

DP

Request: 3 +5
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Tester node
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### [ Ethernet ]###

dst = 06:e4d4:2c:4e:db:c2
src = eB8:eb:d3:24:b1:23
type = 0x1234
### [ Pdcalc #+##
P = 'p'
Four = '4"
ignore = 0x0
version = 0Ox1
op = 43
operand a = 3
operand b = 5
result = 3405695742
## [ Raw ]###
load = ' !

Request: 3 +5
—

KNIT8 — N. Sultana




CP

Alveo node

Request: 3 +5

DR
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Tester node
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CP

Alveo node
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Tester node
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CP

Alveo node

DR e NIC
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Tester node
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s
jupyter

' Received packet:
“Reply: 8”

NIC Tester node
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CP

Alveo node
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Tester node
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Alveo no D]

N Tester node

)
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Programmable Networking

* (Limited) computation in the data plane

e

DP Alveo node

e Rather than confine programmability to edge or control.
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Programmable Networking

* (Limited)



Programmable Networking in FABRIC

* BMv2 and DPDK-based: see examples from Uni. of South Carolina.
* FPGAs including Alveo’s: Northeastern + UMass.

* Alveo-based: .’é\y ESnet (this talk)

EEEEEEEEEEEEEEEEEEEEE
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\
ey ESnet
~’ ENERGY SCIENCES NETWORK

SmartNIC framework

* Origins: performance requirements of large-scale and
high-performance DoE networks.

e Supports P4: doesn’t require hardware-engineering skills.
* Extensible and open-source.
e Streamlined, modular workflow based on using containers.

* Builds on AMD/Xilinx toolchain.
(See University Program.)
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What can we use Alveos for?

* Ongoing research
* Network monitoring
e Cybersecurity

* |IT Courses:
CS595 (Applications of Programmable Networking) :
http://www.cs.iit.edu/~nsultanal/teaching/F23CS595/

CS542 (Computer Networking) :
http://www.cs.iit.edu/~nsultanal/teaching/S24CS542/
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Using FABRIC’s Alveos: Network Profiling

* Goal: Understanding the traffic composition  Uplinki  Uplink,,

and characteristics of FABRIC experiments. ﬁ@ gﬁ@

Sharing this data + mechanism with the Y Switch
community of testbed users. I I I I ke I
* Motivation: Provide data and insight for IR B gllel  ilg]fe
research projects on “sui generis” network. =i &NICCL, , QNlc'l,
. S T 2 NI l Lo :
(Unliked datacenter, telecom, etc).
Worker; ® e e | Worker,, Worker,,
{Patchwork, ...} {VM,, ...} {VM,,4, ...}

* How: Profiler is itself a FABRIC experiment.



Using FABRIC’s Alveos: Network Profiling

* Findings: a lot to digest!
Speak to Nishanth and Prajwal

44.5% 43.5% 42.4%
if you missed their demos on Tuesday. M % L NN

* Role of Alveos: offloading sampling, i
filtering, truncation, and blinding * |
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Using FABRIC’s Alveos: Cybersecurity Research

* Goal: Adapting “Remote Attestation”

to network dataplanes. FPCIR

e® s® Rt ;

| L : Table :

* Motivation: Early detection of g : g

misconfigurations and APTs, > VAN '
mitigating attack surface from ) | By p—
programmability. 48 |[Sign/verity | Progammabie
Create/Inspect/Compose

* How: In-band carrying of verifiable
evidence about network element state.



Using FABRIC’s Alveos: Cybersecurity Research

* Prototypes and Security Properties:
Speak to Alexander and Hyunsuk
if you missed their demos on Tuesday.

! 1<a*"‘°?a§; \l =
. . Chs.

* Role of Alveos: “sandwiching” Peer1 Packets ey | N
. . : ol Prog. State :
black box, distrusted, th_lrd—party 3 | | v A:"Ff’ > \.\>V

network elements. Provide NE SO [ | program A, Comeesten (o

« o] efe : W,
visibility of those elements’ v yHardware TS .
. . e o J S >¢\'D .

behaVIOr’ and Ser|a|IZ|ng AE1 Qg - en)b/’bg Evidence Detail ans”’@ Peer 2

- ~

and verifying evidence.
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How do we use FABRIC’s Alveos?

* Development done outside FABRIC,
Experiment done inside FABRIC.

* Development:
* The programming language(s)
* The toolchain(s)

* Experiment: allocating and using Alveos on FABRIC.



Plan

. The development process using ESnet’s SmartNIC framework.

. Allocating the necessary resources on FABRIC, including an Alveo.
How to deploy a program on an Alveo (that’s in FABRIC).
Running and testing the program.
Diagnosis.

What we won’t see: Recompiling the program running in the FPGA.
(The compilation takes too long for this session.)




SmartNIC framework

box_322mhz

smartnic_322mhz

from_host_0

s_axis_adpt_tx (PF0)

s_axis_adpt_tx (PF1)

A fifi

from_host_1

cmac_clk (CMACO)

S e
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s_axis_cmac_rx (CMAC0)

from_cmac_0

s_axis_cmac_rx (CMAC1)

P axi_filo m
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e

from_igr_sw
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A

AXI
Ingress

to_bypass

A

core_to_app1

from_bypass
bypass_fifo [ bypass_tdest m A

app1_to_core

Egress

Switch

A

core_to_app0

A

app0_to_core
m

Switch

A

axi_split_join
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AAA 1
/ | axi_reg_slice |
cmac_clk (CMAC1)
smartnic_322mhz_app
| axi_reg_slice
i 1 7y Y
- reamee) > «—»| App/Vitisnet
decoder L
axil_aclk :I PLL E— o
ot done o decoder | > E
mod_rst_done !
: < J|HBM1
box_rsthn ——— reset_inst Jr
box_rst_done <——|

i

[endian_chk| [ timestamp | [smartnic_reg_blk |

to_host_0
A A

>

to_host_1
A A

to_cmac_0
A

>/

to_cmac_1

|

A

A\ = Probe counter
A\ = Error Counter

A\ = Overflow Counter

D = Core CLK

[ ]=cmacocik

[[]=cmactcik

[]=axeik
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ESnet

ENERGY SCIENCES NETWORK

s_axis_adpt_rx (PF0)

s_axis_adpt_rx (PF1)

m_axis_ cmac_tx (CMACO)

m_axis_ cmac_tx (CMAC1)
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Programming

* Header specification and parsing.
 Specification of program logic.

 Specification of tables and actions.

KNIT8 — N. Sultana
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Programming

1. Header specification and parsing.
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Programming

2. Specification of program logic.
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Programming

3. Specification of tables and actions.
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Programming

3. Specification of tables and actions.
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Running Alveo experiments

* Need “Component.FPGA” permission.
* Creating a FABRIC slice as normal.

* Configuring:
* Hosts
* Alveo card
* Program’s tables

KNIT8 — N. Sultana
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Creating a slice

Alveo host Alv.

Include a ‘FPGA_Xilinx_U280" component
as part of a node in your slice.
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- Tester host
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Configuring the hosts

CP

Alveo host DP - Tester host

1. Setting up host and software dependencies.
2. Obtaining container images used by ESnet’s framework.
3. Uploading scripts that support this experiment.

KNIT8 — N. Sultana
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Configuring the Alveo card

Container: xilinx-labtools

Repo: esnet-smartnic-hw Container: esnet-smartnic-fw

p4 Ve Bitstream — Bitstream

ndor toolchain

—+
__O_

Host Architecture I.
Config

Smart NIC DP

1. Creating the configuration container
2. Configuration through “sn-c1i” tool: sw, gdma, cmac
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Configuring the program’s tables

* The sn-p4-cli tool.
* Adding, removing, clearing rules — cannot inspect rules.

* By changing table entries we’ll swap addition and xor.



Clearing the table

:~$ sudo python3 calc.py '3 + 1'|}
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Clearing the table

:~$ sudo
4

:~$ sudo
2

:~$ sudo
2

:~$ sudo
1

:~$ sudo
3

:~$ sudo
Didn't receive response

:~$ sudo
Didn't receive response

:~$ sudo
Didn't receive response

%

python3
python3
python3
python3
python3
python3
python3

python3

calc.
calc.
calc.
calc.
calc.

calc.

calc

calc.

Py
Py
Py
Py
Py
Py

- Py

Py

'3

+

ll

1I
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Swapping rules

Didn't
Didn't

Didn't

Didn't

Didn't

Didn't

Didn't

receive
receive

receive

receive

receive

receive

receive

:~$ sudo
:~$ sudo
:~$ sudo
:~$ sudo
:~$ sudo

:~$ sudo
response
:~$ sudo
response
:~$ sudo
response
:~$ sudo

:~$ sudo
response
:~$ sudo

:~$ sudo
response
:~$ sudo
response
:~$ sudo
response

:~$ 1l

python3
python3
python3
python3
python3
python3
python3
python3
python3
python3
python3
python3
python3

python3

calc.
calc.
calc.

calc.

calc

calc.
calc.

calc.

calc

calc.
calc.
calc.

calc.

calc

Py
py
py
Py

Py

Py
Py
py

Py

Py
py
Py
Py

Y

'3
'3
'3
'3
'3
'3
'3
'3
'3
'3
'3
'3
'3
'3
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from fabrictestbed_extensions.fablib.fablib import FablibManager as fablib_manager
fablib = fablib_manager()

First we set some parameters for the slice, such as node names and where we want to site the slice.

alveo_node_name='alveo-node'
nic_node_name='nic-node'

site = <e.g., 'HAWI'>
slice_name=f'P4 calculator on {site}'

esnet_smartnic_dpdk_docker = "wget -q http://.../esnet_smartnic-dpdk-docker.tgz"
esnet_xilinx_labtools_docker = "wget -q http://.../esnet_xilinx-labtools-docker.tgz"

artifact_origin = "http://.../artifacts.au280.p4_only.0.zip_CALC"

The site will have two nodes. One node controls an Alveo card. The other node is used to send traffic to the Alveo.

Alveo host Alv. - Tester host

alveo_comp

nodel node2

slice = fablib. new—S.Llc‘:"(name:su'ce—name)Ilinois Tech CS543 Spring 2023 -- N. Sultana
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4. Running and testing the program.
5. Diagnosis.

What we won’t see: Recompiling the program running in the FPGA.
(The compilation takes too long for this session.)




+Testing the program

Alveo host Alv - Tester host

|

The program is Testing: let’s examine the
already running. script that produces and
interprets experiment traffic.
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Test script

scapy
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core_to_app1

app1_to_core

h A

core_to_app0

A

Regmap <
decoder

jlk A

axi_split_join drop
v t v
axi_reg_slice
smartnic_322mhz_app
axi_reg_slice
1 i A A
App/Vitisnet
decoder v
|HBMO
1 OwF
v
+|HBM1
"l owF

Y ¢

mestamp

smartnic_reg_blk

A

app0_to_core

AA

AXI
Egress
Switch

to_host_1
axi_fifo axi_fifo
A A
to_cmac_0 - -
— axi_fifo axi_fifo
A A
to_cmac_1 - -
P axi_fifo axi_fifo
A A

A\ = Probe counter
A\ = Error Counter

A\ = Overflow Counter

= Core CLK

= CMACO CLK

= CMAC1 CLK

= AXIL CLK

N\

s_axis_adpt_rx (PF1)

m_axis_ cmac_tx (CMACO)

m_axis_ cmac_tx (CMAC1)

Diagnosis

e Using sn—c1li toread
counter values.

* Counters provide insight
about internal packet loss.
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ubuntu@alveo-node:~$

[llinois Tech CS543 Spring 2023 -- N. Sultana
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Thank you

* Researchers who use(d) FABRIC at lllinois Tech:
Hvunsuk Bang, Sean Cummings, Pilar Fernandez Gayol, Shivam Patel,
Vaneshi Ramdhony, Nishanth Shvamkumar, Mohammad Firas Sada,
Laura Serrano Velazauez, Prajwal Somendvapanahalli Venkateshmurthy,
Alexander Wolosewicz.

* Community:
llya Baldin YJLAB), Peter Bengough (ESnet), Gordon Brebner (AMD),
Dale Carder (ESnet), Mert Cevik (RENCI), Zongming Fei (UKY),
Jim Griffioen (UKY), Yatish Kumar (ESnet), Tom Lehman (Virnao),
Inder Monga (ESnet), Chris Neely (AMD), Anita Nikolich (UIUC),
Phil Porras (SRIz, Paul Ruth (RENCI), Stacey Sheldon (ESnet),
Komal Thareja (RENCI), Xi Yang (ESnet), Vinod Yegneswaran (SRI), Ll
and the P4 community.



How to get started

* FABRIC Forums:
https://learn.fabric-testbed.net/forums/forum/all-about-fpgas/

KNIT8 — N. Sultana
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How to get started

* FABRIC Forums:
https://learn.fabric-testbed.net/forums/forum/all-about-fpgas/

e This tutorial’s “starter kit” has been added to
our documentation site:
http://packetfilters.cs.iit.edu/esnet-smartnic-tutorial/
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