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Internet Protocol Version 6, Src: fe80::b6:acff:fe20:c541, Dst: fe80::c83:feff:feld:e9cd
0110 = Version: 6

.. 0000 0000 .... .svuv wuun snns suus = Traffic Class: 0x00 (DSCP: CS@, ECN: Not-ECT)
... 1000 1010 0110 1111 1010 = Flow Label: 0Ox8ab6bfa
Payload Length: 1128
Next Header: IPv6 Hop-by-Hop Option (0)
Hop Limit: 64
Source Address: fe80::b6:acff:fe20:c541

topology = '2,I - 2,5 - 2,E - 2,I - 2,5 - 2,E'
ra.submit_config(topology)
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® The behavior of network equipment has been

subverted in attacks that surreptitiously

Destination Address: fe80::c83:feff:fel@:e9cd

v IPv6 Hop-by-Hop Option

Next Header: UDP (17)

reconfigured the equipment to enable subsequent
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1) Adapt third-party, “black box” equipment to
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Bitrate Jitter Lost/Total Datagrams
100 Mbits/sec 0.000 ms 0/96154 (0%) sender
100 Mbits/sec 0.063 ms 2748/96154 (2.9%) receiver

Transfer
119 MBytes
123 MBytes

Interval
0.00-10.00
0.00-10.32

provide verifiable evidence about its configuration

sSeC

Figure 3. iperf3 session

Approach L Resus

e Two AMD-Xilinx U280 Smart NICs are used to “sandwich” a ® We used 12 Xilinx U280s, contigured as shown in Fig 1.

and behavior.

2) Construct a stateful, secure network function that

provides this functionality at line rate.

3) Design distributed systems that can validate

e \We compare the HBH header (Fig 2) as seen at the

evidence integrity of multiple target switches to switch that is treated as a "black box".

receiver and verify that the state values have been

detect tampering. e Control Planes of Xilinx U280 (consumers) synchronously

el elerences

retrieves configuration from the host of black-box switches transmitted successtully and correctly.

(producer) and updates lookup tables on Xilinx U280s. e \We monitor the output from the egress Xilinx U280 to

http://transparnet.cs.iit.edu/ see whether a predicted/unpredicted changes has been

® Ingress Xilinx U280 embeds the switch evidence into the packet.

® Egress Xilinx U280 verifies the integrity of evidence to detect made

e We use iperf (Fig 3) across the first ingress sites and the
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